GOVERNMENT OF WEST BENGAL
DEPARTMENT OF INFORMATION TECHNOLOGY & ELECTRONICS
MONI BHANDAR (5TH & 6TH ) FLOOR, WEBEL BHAVAN
BLOCK - EP & GP, SECTOR — ¥,
SALT LAKE, KOLKATA - 700 091
PHONE — 2357-2533

50 -ACS/IT&E/2024 19" June, 2024

From : Additional Chief Secretary
Government of West Bengal
Department of Information Technology & Electronics

To Additional Chief Secretary / Principal Secretary / Secretary,
All Departments.

Director General & Inspector General of Police, West Bengal Police
Commissioner of Police, Kolkata Police

Sub 4 Installation of Universal Forwarder (UF) and assessed of Web Application

Madam / Sir,

Department of IT&E, GoWB has setup a Next Generation Cyber Security Operation Center
(WB-NGSOC) at 4™ floor of Monibhander building, Salt Lake for monitoring security events and
analyse anomalous activity on networks, servers, virtual machines, databases, applications,
middleware, websites, and other systems & devices for early detection of a security incident or
compromise,

The West Bengal NGSOC is responsible for ensuring that potential security incidents are
correctly identified, analysed, investigated, and reported.

To ensure that all event logs are collected by WB-NGSOC, it’s mandatory for all Departments
/ Directorate / Corporation running their applications from WBSDC Virtual Machine (VM) and
collected system to install and configure an agent named “Splunk Universal Forwarder” which will
send event logs to Splunk SIEM installed at WB-NGCSOC for nhecessary indexing, consolidation and
correlation.

It is hereby requested to all the Department / Directorate / Corporation to facilitate installation
and configuration of the agent mentioned above by contacting the below mentioned SPOC from WB-
NGCSOC team for onboarding their ICT systems to WB-NGCSOC.




It is also requested that any new web applications must first be assessed for vulnerabilities by
WB-NGCSOC team and will be onboarded to SDC production environment only if there are no
critical vulnerabilities. Existing web Application must be assessed for vulnerabilities through WB-
NGSOC.

Requested to all the Department / Directorate / Corporation running their applications from
WBSDC must ensure compliance of the guidelines mentioned above.

SPOC from WB-NGCSOC: Sri Tirthankar Chakraborty (Mob: 9875609318; E-mail:

manager wbngsociwwb.gov.in)

Youps faithfully,
\

Additional Chief Secretary

50/1/4-ACS/IT&E/2024 19" June, 2024

Copy forwarded for kind information and necessary action to :

1. Additional Secretary, Department of Information Technology & Electronics, Government of
West Bengal & Managing Director, WBEIDC Ltd.,

2. Joint Secretary, Department of Information Technology & Electronics,
Government of West Bengal

3. Sr. Deputy Secretary, Department of Information Technology & Electronics,
Government of West Bengal

4. Mr. Swarup Brahma, Sr. VP - NWD & RMC,WBEIDC and WB-NGCSOC Operational Team

Additignal Chief Secretary




