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*Established in 2010 for on-premise hosting and managing e-Governance Applications of the
State Government under National e-Governance Plan (NeGP) of the Government of India.lt
was built on 5000 Sq. ft in 1%t floor of Moni Bhandar building, Webel Bhavan, Salt Lake, Kolkata.

*After successfully running for seven years, WBSDC has been revamped on 7000 Sq. Ft area in
the 2nd Floor of same building with new technologies and upgraded Network & Security
devices.



who we are??
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Provision of 76 Racks to be deployed in 3 phases to
cater the current demand.

Total 70 Racks have been installed at WBSDC.

Fully Orchestrated, Cloud enabled Threat Protected,
Security Compliant and automated data center.

UManaged Virtualized Storage with dynamic thin
provisioning.

JAdvanced security features like Firewall with IPS,
Web access firewall, URL filter & Server security
Solution.

- Expansion with Hyper Converged Cloud with 4

petabyte storage & 100 TB Memory.
(11800 Plus VMs has been provisioned.



The Integrated e-Gov Infrastructure

Various State Citizen
Department Services

Core WB Gov IT Infra

Assists in single window government service and improves
ease of doing business and comforts citizen services




WBSDC is Providing Infrastructure as a Service Only

The Services Provided with in IAAS as mentioned.
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e VM Provisioning and Monitoring (CPU, Memory,
Disk utilization, Process (UP/Down)

* Anti-virus/ HIPS
* Power
e Cooling
* Space
» Storage
* LAN Connectivity
- ¢ Security (Network/ WAF/ IPS)
e SLB
* Additional storage space allocation

* Application load runner for Application load testing




Hardware Resources

 Virtualization: WBSDC employs virtualization
to offer scalable computing resources,
allowing multiple users to share the same
physical infrastructure while maintaining
isolation and security.

* Scalability: Users can scale resources up or
down as needed, adapting to changing

._ demands without upfront investments in
B physical hardware.

Management and Maintenance

 WBSDC manages physical hardware, including
servers, networking equipment, network
security, antivirus protection, storage systemes,
backups, uninterrupted power supply, and
cooling systems.

* Departments can focus on applications and
data without the burden of infrastructure
management.
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IAAS Key Features




- WBSD

IAAS Key Features
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Cost Model

* WBSDC provides laaS services free of cost to West
Bengal State Government institutions, eliminating
large upfront investments in physical infrastructure.

Disaster Recovery (DR)

* The DR setup in Purulia, West Bengal supports data
replication for database servers of applications live
at the DC.

* |n case of a disaster at the DC, data can be restored
seamlessly from the DR setup.

Service Portal

* WBSDC offers a service portal through which users
can provision, configure, and manage their
resources.

» All hosting requests must be submitted via the
WBSDC Hosting Portal.

* Departments must register at the portal to access
resources. The procedure document is available in
this document itself.



https://hosting.wb.gov.in/
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Role of System Integrators (SI)

Departments are advised to employ System
Integrators (Sl) along with their application
development teams.

W B S D ‘ N 4 Sls are responsible for configuring and maintaining
e the servers/VMs.

IAAS Key Features A As per Government Order No. 1142(56)-ITE-
- ) 18011/3/2020 dated 18/09/2023, the Department

of Information Technology & Electronics has
empanelled three companies from which
organizations may choose their Sls.




Security Compliance of WBSDC

* The security measures for the West Bengal State Data Centre
(WBSDC) are designed to ensure the integrity, confidentiality,
and availability of the data hosted within the data centre. Below
is a detailed overview of the security requirements and
practices followed by WBSDC.
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General Security Measures
Access Control
* Multi-Factor Authentication (MFA):

_ WBSDC enforces MFA for all user accounts. This adds an
- additional layer of security by requiring two or more verification
o methods, such as passwords (something the user knows),

security tokens (something the user has), or biometric
verification (something the user is).

IAAS Key Features

* Strong Password Policies:
A strong password policy is mandatory, requiring passwords to
be at least 12 characters long and include a mix of uppercase
and lowercase letters, numbers, and special characters.
Passwords must be updated every 90 days, and reuse of old
passwords is strictly prohibited.

* Role-Based Access Control (RBAC):
Permissions are granted based on user roles, ensuring users
access only the information and systems necessary for their
responsibilities, reducing unauthorized access risks.




IAAS Key Features
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Data Encryption

Encryption at Rest:

All sensitive data stored on WBSDC servers is encrypted using Advanced
Encryption Standard (AES) with a 256-bit key or higher, protecting data
even if physical security measures are bypassed.

Encryption in Transit:

Data transmitted across networks is encrypted using Transport Layer
Security (TLS) version 1.2 or higher, safeguarding against data
interception and eavesdropping.

Patch Management

Regular Updates:

Departments hosting servers at WBSDC must implement a formal patch
management process to ensure all software, operating systems,
applications, and firmware are updated with the latest security patches
to mitigate known vulnerabilities.

Go-Live Requirements

Vulnerability Assessment and Penetration Testing:

Applications must be audited by a CERT-IN empanelled auditor to
identify vulnerabilities. This ensures the security of all applications
hosted at WBSDC and safeguards sensitive citizen data.

Risk Acceptance Declaration:

In cases of urgency, a Risk Acceptance Declaration, signed by the Head of
the Organization, may allow applications to go live without audit,
provided a commitment is made to complete the audit and obtain a safe-
to-host certificate within three (3) months.



- WBSD

IAAS Key Features
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Network Security

Firewalls

Network Firewalls:

WBSDC deploys network firewalls at the perimeter and within
internal network segments to control traffic based on
predefined security rules, blocking unauthorized access while
allowing legitimate communications.

Application Firewalls:

Web Application Firewalls (WAF) are implemented to protect
web applications from common threats, such as SQL injection
and cross-site scripting (XSS), by inspecting and filtering
HTTP/HTTPS traffic.

WBNGSOC (West Bengal Next-Generation Security Operations
Centre)

Overview:
The WBNGSOC, established by the Department of Information
Technology & Electronics, monitors, detects, and mitigates
security threats in real time.
Responsibilities:

* Actively blocks detected threats.

* Notifies application owners of vulnerabilities.

* Requires application owners to address and resolve
vulnerabilities promptly.



Network Security
Security Monitoring
3 Log Management

* Centralized Logging:
WBSDC, through WBNGSOC, maintains a centralized logging
solution to aggregate logs from all systems and devices,
enabling efficient log analysis.

* Continuous Monitoring:
Logs are continuously monitored for suspicious activities, such

as multiple failed login attempts or unauthorized access.
< 8 Automated tools identify and alert administrators in real-time.
i | Incident Response

IAAS Key Features Ba Incident Response Plan

* Development:
A comprehensive incident response plan outlines steps for
identifying, containing, eradicating, and recovering from
security incidents.

* Training:
Regular training sessions, tabletop exercises, and simulations
are conducted to ensure staff readiness and improve response
capabilities.




* Provisioning of Virtual Machines (VMs): Creation of
virtual servers tailored to departmental needs.
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* De-provisioning of VMs: Removal of unused or
obsolete virtual servers.

Augmentation of Resources: Enhancement of vCPU,
memory, and storage capacity as per application
requirements.

 Domain Name Creation: Assistance in creating 4th
and 5th level domain names under wb.gov.in.

VPN Access: Secure VPN access for created VMs to
facilitate remote connectivity.

* |IP Whitelisting: Enabling controlled access to
resources through IP whitelisting.

* Server Backups: Regular backups of servers to
ensure data safety and quick recovery in case of
incidents.

» SSL Certificate Provision: SSL certificates provided
during the Go-Live stage of applications.

» Disaster Recovery (DR) Facilities: Robust DR setup to
replicate and restore data during unforeseen
disasters or natural calamities.




* To avail services from WBSDC all Organizations need to have
access to the WBSDC Hosting portal. For that the Head of the
Department may designate an individual having government
email address to do the necessary activities. It is recommended
to designate such a person who may be accessible e during a time
of urgency
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* The below mentioned hosting portal is accessible from public
internet.

8 _' * URL for the WBSDC Hosting portal is https://hosting.wb.gov.in
I l ' - e To login to the Portal the Department needs to register to the

Boarding

portal first. For that click “Register”.

State Data Centre

Department of Information Technology &

Home  About  Services Contact Register
Electronics

Government of West Bengal

WBSDC



https://hosting.wb.gov.in/

* Enter the registered mail ID and proper captcha in
Organization Sign-in page and click on Verify button.
OTP will send in your registered mail id and mobile

number,
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State Data Centre

Department of IT & E, Govt. of WA,

Organisation Sign-in

h to reload the image
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If you are not registered, please register now.




Department may request for Virtual Machine (VM) by
clicking “New Hosting Request” link and selecting the
configuration require as per the need of the application.
* The Department may consult with their Sl regarding the
resource of the required Virtual Machine.

* Go to the New Hosting Request link for new VM.
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AL Profile Details

Hosting Request Tracker Hasting Requast Trocker
(btra VM)

VP Request Tracker




Virtual
Machine

(VM)

i

e Click on Cloud VM.

New Hosting Request

Physical

Cloud-WM _
(Co-location)

* Provide required information as per the screenshots below.

Hosting Request

*
Application name
Test

*
Application feature in brief
Development of Test

*
Is the application ready?
Yes

-
Is the domain registered?
No

L
Is functional testing done?

No

*
Is performance testing done?
No

*
Please state if the application has been evaluated through Web Application Security Assessment(WASA)/Security Audit?
No v




®
Application name

Test

*
Application feature in brief
Development for Test

*
Is the application ready?

Yes

. . ® . ® . . ®
Is the domain registered? Domain name Domain expiry date
Yes testXx.X0CKX 28-Nov-2024

*
Is functional testing done?
Yes

*
Functional testing report

B Functional Testing Report

*
Is performance testing done?
Yes

®
Performance testing report
B Performance Testing Report

*
Please state if the application has been evaluated through Web Application Security Assessment(WASA)/Security Audit?
Yes

*
Upload Safe to host certificate
B safe to host certificate

L]
Issue date of Safe to host certificate
23-Nov-2024

Ll
Is code level changes made after WASA/Security Audit?

No v

Next




Victual
Machine
(VM)

Providing Server
Details

Server Type'

Application Server

®
CpPu (core)
6

*
Storage Type
NFS

*
Probable size after One Year (in GB)

200

*
Server Type

DB Server

®
CpPu (core)
6

*
Storage Type
NFS

*
Probable size after One Year (in GB)
250

*®
DB Server
Cracle

It is required

*
Related Application Software details

Python

It is required

L
RAM (in GB)
16

L
Storage (in GB)
100

¥
RAM (in GB)
16

¥
Storage (in GB)
200

L
Operating System

Linux

L
Operating System

Linux

L]
Web Server
Apache

Itis required

*
Technical Documentation [PDF only, Max size : 2MB]

Choose File | Test_Reportpdf

It is required



® One Hosting request can take up to 25 VM applications at a time which

can be done by clinking Add VM link.
e The Department needs to provide the application architecture along

- e with this hosting request.
- After providing all required information and click on save button on
I r l I a - working page will show: Submitted waiting for Approval.
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Farler—mrs Sy
B

e e e e

Providing Server
Details




eStatus of the VM application before and post Approval.

Application Hosting

ng Request
Show | 10 v|entries search:
Domain Request
Application No. Request Status 4 SDCStatus ¢ DEPT.Status Activity §
1 AHO01384 Submitted Escalated Wating For Appreval -
2 AH001383 incomplete - -- -
3 AHO01382 @st Incomplete - - -
a AHO001381 00 Incomplets
5 AHO01380 o Incomplete - - -
& AHO001379 o0 incomplete - - -
7 AHO01351 Tribunal incomplete - -- -
0-Sep
8 AH000267 Demo Submitted Recommended Approved =
25-Nov-202 21610 25-Now-2021 16:22 25-Nov-2021 16:23:38
Showing 1 to 8 of 8 entries Previous 1 Mext

Application Hosting

Show |10 v entries

Application No. Application Nax DEPT. Status
1 AHO01384 Submitted Escalated Wating For Approval
5 06 0% 4

2 AHO001383 Incomplete

3 AHO01382 st Incomplete . — =
. a AHO01381 xox Incomplete

5 AHO01380 o Incomplete = = —

6 AHO01379 o0 Incomplete & e -

7 g AHO01351 Tribunal Incomplete o~ — 5

pp-2024 D144

8 AHO000267 Derr Submitted Recommended Approved

25-Nov-2021 162336

Showing 1 to 8 of 8 entries Previous 1 Next




After getting approval from Department of Information
Technology and Electronics, Government of West Bengal,
DCO team of WBSDC will start VM creation process.

After completion of VM creation the Overlay IP and Floating
IP will be provided at the portal.

v 1; I e
| ) 4
Joshboord
Edit Aszigned IP
Jomain Request
R f ; Toman fequest Application Nome: West Bengal Cooperative Tribunal
M I I .

4osting Request (VM)
Public IP Public IPvE

4osting Aaguest

081 ng \:(!!‘.\l ¥l :l g '\".|:
Server Typa : Staging Web Sarver, Core : 408, RAM : BOB, Storage Type : NFS, Storage - 25068, Storage ofter 1 year:

fosting Request (Resize VM) 50BE, 08 : Linu

Finally Allocated

Pl Roquast

|CPJ (core) :.| RAM (In GE) a~| staroge (in GB): 250
‘art !h-r||‘|"-'

.
R g
o Private IP Private IPvé
2 Iockup Request
Erio. 72201432 2606:4700:4700:10
i \cceptancejoudit Trocker
- il Floating IP
/ 3yatem Integretor Tracker
i
|

Provision Status

dosting Request (physicsl)

Server Type : Staging DB Server, Core; 4GB, RAM : BGE, Storoge Type : NFS, Storage : 260GE, Storage ofter | yeor:
100GB, 05 : Linux
Finally Allocated

|ch (cora) 4| RAM (In GE) :ii| Starage (in GE) : 250

.
Private IP Private [Py

7220811

Zonnect To Department

DG Messoge Tiockar




Virtual
Private

- Network
- (VPN)

*Departments must apply for VPN access through the WBSDC hosting portal, clearly
mentioning the required port numbers. Upon receiving the necessary approvals, the
estimated time for completion (ETC) of the request is 24 hours. Once the VPN access setup
is completed, the organization will be notified via the registered email address provided in

& the WBSDC hosting portal. Please ensure that all details are correctly mentioned to avoid

any delays in processing.

*Please be advised that WBSDC reserves the right to deny access to any ports mentioned
in the VPN request form that are deemed vulnerable to the WBSDC network. This is a
critical security measure to ensure the integrity and safety of the infrastructure. If any port is
restricted, it will be clearly communicated in the notification email upon job completion.
Kindly ensure that only necessary and secure ports are requested to prevent delays in
processing.

*Please be informed that WBSDC may provision a maximum of 5 VPN users per
Department, Directorate, Corporation, Agency, or Parastatal under the Government of West
Bengal. Any request exceeding this limit may not be processed. Departments requiring
additional users must provide a valid justification and obtain special approval before
submitting a request.

*Please note that the VPN session timeout for inactivity is set to 8 hours. Any session that
remains idle beyond this period will be automatically disconnected. Users must reconnect if
their session times out due to inactivity. For uninterrupted access, please ensure active
usage within the specified time frame.

*Please be informed that the VPN request form must be signed and stamped by the
authorized person mentioned on the document. Failure to comply with this requirement may
result in the rejection of the request.



Virtual
Private

Network
(VPN)

Submitting VPN
Request

i

To create a new VPN request, go to Hosting Request Tracker, click the
burger menu in the activity column.

Show | 10 w|entries Search:
Application No. Application Name ) Request Status ¥ SDC Status ] DEPT. Status Activity -
1 AHODIZES Submitted Escabated ‘Wating For Approval -
2 AHOOIZ83 Test Incomplete - - -
3 AHO0I382 Test Inesmplete = = =
e
< AHOO1381 XK Incomplete - - -
. T
s AHOOI3BO wox R -— — -
(= AHDOI3TS K Incomplete - - -
7 AHODIIEN . Incomplete == = =
a AHDOO2ET r Sulbrmitted Recommended Approwved
25-MOY-2021 D4E0 25-Mov-2021 162256 25-Nov- 2021 162336
Showing 1 to 8 of 8 entries Previous 1 Mext

Click on “VPN request” link

F0C Srofus L DEPT. Shatus
1 AHSSI R4 Tiif L e it M R 2
¥ T, =
FJ AHGOTI03 Tost et
v e 5 B
3 AHSNIAI Tirg Al - — -
- 2 ¢
a AHOIIE incemplabe - - -
1ot
-] AHDIIIAD T plee -= - -
3 Wcey 0 D520
o AHDIITE inccrmplets - — .
T AR
T AHDOIIR] Tribuol [PERIrI. - — .
g IO DR
b} AMOOOZET T Bl B sated Lol —
T ey T T T WD T Mo 20TV TR
Shoredng | o B of 8 antries Frosdous

Aepaat?
Bochup Becpuest: [Preysical)

Teplcay Lo Productan

FRRARG CHHNEShed | Papsetl
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= After providing required information, click on Save & Download Form

*Take a printout of the form to get it signed and stamped by the mentioned
signatory.

State Data Cantre

[paertriant of [T 6 €, Got, of WA,

9\ WESDC
. Profil Detois

- [rebboand | 4
V I I t u a . Dehionrd
| : o e VPN Recguest

it Hoad{uth:

- st
- omain Reques Shew 10+ enirieg Saarch:
I I V a e ¥ + pplcation T - : ; - & Crodniic

VENDI2IE B WSO

VPN Requests

VPNO2I34 ' WESDC

(VPN) o

Download & Upload form
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Virtual
Private
Networ

(VPN)

Request Status

*Take a printout of the form to get it signed and stamped by the

mentioned signatory.
*Upload the signed and stamped VPN request document through

upload option

[

WesDe VPN Requests

o Frofile Details

MNew VPN Request

Show 10~ antries

¢ Credantiols

nyFassward

Showing 1to 2 of 2 entries

=

Once the creation of a new VPN user is completed, the WBSDC Helpdesk sends an email to the
concerned user at the email ID mentioned in the VPN request form. This email includes the
created VPN user ID and the VPN User Guide. The password is not shared over the email. The
concerned user needs to call at WBSDC Helpdesk (033-40874310/11) where it will be shared
verbally due to security precautions.



To apply for a PORT opening request, click on the burger
menu in the activity column
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pecific
Ort

pening




Provide the destination address, port numbers, the access is required
unidirectional/bidirectional

Fort Request
Application Nams: Dema

p
e

Protocol with Port

Made of Access Duration

tnidiractionat

Description of what you ars trying te accomplish

After providing required information, click on Save button

Source Address: 172.20.93.219

]
. . *
Destination Address
. * *
Protocol with Port Rule
Add N
- o
Mode of Access Duration
Unidirectional ~

*
Description of what you are trying to accomplish

Save Cancel




Once the application has been success fully generated the status of the
request will be shown as seen below.

Port Opening Requests

Show 10 ~|entries Search:

Approval
- Approval Status status
* Application Requested By (soc) (oept)
1 PORTOISIE  betabsk PERSONNEL AND ADMINISTRATIVE Waiting for Waiting for
20-siov-2024 132 REFORMS AND E-GOVERNANCE recommendation Approval

2 PORTOIST7  BSK_Cloud _App PERSONNEL AND ADMINISTRATIVE B waiting for waiting for
s 11634 REFORMS AND E- GOVERNANCE 2024 recommendation Approval

: A =1 . s PORTOIBIS e Permit Application WEST BENGAL STATE AGRICULTURAL [ waoiting for waoiting for
S-ov-2024 1708 MARKETING BOARD Nar—20: recommendation Approval
i s PORTOISI4  Undertaking Portal SOCIETY FOR NATURAL LANGUAGE [ Recommended Approved
. : seting Recue 25-s0r-2024 15,024 TECHNOLOGY RESEARCH (SNLTR) s . - 2 2024
. ) ! - s PORTOISI0  Graded Response Action Plan (GRAP) WEST BENGAL POLLUTION CONTROL s Recommended
; et (Froysicos 2 20241 27-Now-20 a

80ARD 27-mov-2 rac17

Recommended
27-Nov-2024 190200

P O r t 7 PORTON  Paddy Procurement System FOOD AND SUPPLES ) Recommended

s PORTOIBIZ  Integrated Management Systern (IGMS) WEST BENGAL POLLUTION CONTROL
w2024 1 BOARD




* Before the application can be accessed from the
internet, the Department must have a
URL/Domain name bound to a Public IP provided
by WBSDC. The Department may apply for a 4th or

" - o 5th level domain name under wb.gov.in through
e g I S e rl n the WBSDC Hosting Portal or obtain a different

domain from another provider.

.  If the domain name is applied for through the
O I I I a I n WBSDC Hosting Portal, WBSDC will initiate the
4 creation process after receiving the necessary
approvals. The DNS registration for all domains
under wb.gov.in is managed by the National
Informatics Center (NIC), and the estimated time

to complete the process is 48 hours.

p
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Name

* |f the Department procures a URL/Domain name
from a third-party provider, a request for a Public
IP must be placed, which will then need to be
bound to the domain before the application can
be hosted publicly.




The Steps to apply for a Domain Name from WBSDC is as follows:
Provide the required domain name and upload the registration

request letter, duly signed and stamped by the Head of the
»Department. Once uploaded, proceed by clicking the Save button.

3
Domain Request

Registering @ s
Name |



Register
Domain

ik

After submission of request approval status could seen
as below.

Show 10 v entries

-
e v o Domain Name
! URBAN DEVELOPMENT AND MUNICIPAL AFFAIRS  whudaevouth wh o
B-Omc-2034 179
2 CO-OPERATION = cooperat
10-Dwc- 2024 20540
hl WEST BENGAL TOURISM Df VELOPMENT
CORPORATION LIMITED
O Owe JUOA MRS
- SOCIETY FOR NATURAL LANGUAGE
TECHNOLOGY RESEARCH [SNLTR)
SO JI04
S URBAN DEVELOPMENT AND MUNICIPAL AFFARS
L 2004 3TN
6 MC'KOGO'LMOR(CC#IDSANDSURVIVS phumanchittowb g
WE
P et R
? ASANSOL DURGAPUR DEVELOPMENT AUTHORITY S0k Wb QO Ir
I8t 234 C o 48
] BACKWARD CLASSES WELFARE ¢ W GOV
Db 004 WOCE
WELFARE Dcoey Wb gov.in
L] BACKWARD CLASSES

Approvol
Approvol Status .
Stotus (SDC) (Oept.) Detolly Letter
Recommeonded Approved u a

2-Onc- 2004

Waiting for Walting for
opprovol approvol
Waiting for Waoiting fot
opproval approvol
Recommendead Approved
Ol-Dec-3024 133244 DIOec-2034
Recommended Approved
04-Dec-20 RIR00 03-Oec- 2004173030
Recommended Approved
0%~ Duc-3004 2202 U6-Dec~ 3034
0628
03-Oec- 00421828 O3-Oec-200
Baean
4
\PpI
J0-how- 2024 RAQLY 1o-tov 308
oy
Recommended Approved
29 tare- 2004 AR SY T Mo 2004
woen
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Domain

Name
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After getting approval from Department of IT & E, GoWB
the following

WBSDC will feed the Public IP at the section shown below
which can also been viewed by the requestor also.

The Domain name registration or A Record entry in the DNS
is done by the Registry and eForms teams of NIC, which
requires an authorization letter signed and stamped by the
Nodal Officer for wb.gov.in domain. This document once
received gets uploaded at the Registry Portal
(https://registry.gov.in).

After internal verification by the Registry team the request
gets sent to the eForms Portal (https://eforms.nic.in).

The request is then approved by the Technical Contact of
the domain wb.gov.in.

The DNS entry gets done by the NIC team over their setup.

These steps involve activities from multiple parties and
WBSDC which works 24X7, coordinates with them in the
best possible way to speed up the process.

This complete process takes atleast 48 business hours to
complete barring weekends & public holidays.


https://registry.gov.in/
https://eforms.nic.in/

P
WBSDC

B> Logasd in s SBC [ |

Operations

Dashboerd
Domain Request Allocate IP for bhumanchitra.wb.gov.in

Domoin Raqus

g
Hosting Request (VM) Public IP Public IPvé

Hosting Request

Eene

Hosting R

Hosting Request (Physical)

Host quest (ehysical)




‘Hosﬁng'
Application
Via Public

Internet

p
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This request may be submitted by the organization through the WBSDC
Hosting Portal using the Deploy-to-Production option.

The application must be audited by a CERT-IN empaneled auditor, and a
valid Safe-to-Host certificate is required before hosting. It is the
resp-?.nsibility of the department to upload the valid Safe-to-Host
certificate.

In case of urgency to make the application live before completing the
required audit, the Organization may upload a risk-acceptance
declaration duly signed and stamped by the Head of the Department for
the interim ﬁeriod. However, it remains the Department's responsibility
to provide the Safe-to-Host certificate to WBSDC as soon as possible.

Please note that if the application goes live on the internet with a risk-
acceptance declaration, any securit\{ breach affecting WBSDC due to
vulnerabilities in the application will be the sole responsibility of the
respective Department.

If the Organization fails to provide the required safe-to-host certificate
within the promised timeframe, WBSDC reserves the right to revoke
public access to the application. Any such intimation will be sent to the
registered email address.

All applications going live from WBSDC must have a valid SSL certificate.
WBSDC provides SSL certificates only for 4th level domains/URLs under
wb.gov.in. If the domain/URL is a 5th level domain under wb.gov.in, it is
the Department's responsibility to procure and provide a valid SSL
certificate. Similarly, if the domain/URL is registered through a third-
party provider, the Organization must ensure that a valid SSL certificate
Is obtained and submitted.

Application may not go-live without a domain/URL.
Application may not go-live without a valid SSL certificate.

In cases where the Organization provides the SSL certificate, it is their
responsibility to ensure that WBSDC receives a new SSL certificate
before the existin% one expires. Failure to do so will result in the
termination of public access to the application.



‘Hosﬁng'
Application
Via Public

Internet

The application go-live request can be provided at the Hosting
portal as mentioned below.

Go to Hosting request tracker and click on the burger menu of the
application going live.

Show | 10+ entries search:
Application No, # Application Name ¥  Request Status ¥ SDCStatus 7 DEPT. Status T Activity %
1 AHOD3B4 Test Submitted Escoloted Wating For Approval
2 AHOO1383 Test Incomplete
3 AHOO1382 Test INEEMp e
4 AHOOI3E1 XK Incomplete
5 AHO01380 WK Incomplete
[ AHODI379 WK Incomplete

7 AHO01351 Tribunal incomplate

8 AHOO0287 Dama Submitted Recommen: ded Approved
25-Noy-2021 04 25-Nov-2021 162256 25-Now-2021 12336

Showing 1 to 8 of B entries Previous | 1 Mext




Hosting
Application
Via Public

Internet

Click on Deploy on production

Application Hosting

= Application No. 4 Application Name 4 RoquostSwatus 4 socstatus $ DePT.status s Activity  $

AHOD1282

AHO01382

AHOO1281

AHO01380

& AHO01379

AHODIZEY

& AHO00257

=

v Request
snowing | to 8 of 8 entrias Previcus
Fo Opan Requast

2430 Sywtem integrotor(s)
P

Resize Vi

If the security audit of the application is completed, select “Yes” and upload the
Safe-to-Host Certificate. If the file is password-protected, please disable the
password protection before uploading

Once the file is selected click save

Deploy to Production

wWasDC
A Prafile Datails

Coshboord

. . Deploy to Production
Dot Heosd buthorisad Perscn

Hew Hosting Roquest

Application Mame: Demo

Domain Begquast . N _— . . .
Flease state if the application has been evaluated through Web Application Security Assessment{Wasa)Security Audit

How Damain Requast e

Domoin Recpuest Trockes .
uplaad Safeto host certificate

Hosting Request (Vi)

Choose Fila Mo file chosen

Heesting Rey

.
Issue date of Safe to host certificate

i -rnm- ey [m]

Heeting Reques
W)

Hosting Roquest Trocker
(Poersize wra)

WRN Request Troskar

ot Reguest Tr
Backup Requast Trocker

Accoptanceowdit Trockar
System Intogratar Trackar

Hosting Request (Physical)

Heeting Reguest Trocker



If the security audit of the application is not completed, click
“No.” Download the risk acceptance declaration format,
populate the details of your application as mentioned in the

2 format, and get the declaration signed and stamped by the Head
of the Department.

For your reference, please find below format of the Risk
Acceptance Declaration

Date:

Undertaking for risk acceptance for hosting without Security Audit

It is requested to deploy the (Name of the application with URL) in the

{.‘ . oy
oo 4
‘ \ I . t . . .

|| | : production environment of SDC before successful closure of security audit. The stated application may contain
. x vulnerabilities and we understand that there might be inherent risk(s) due to threat(s) involved in using

vulnerable application.
S | I, therefore, undertake that (Name of the department/district/organization) would bear all
the consequences/losses in the event of any security breach and {(Name of the

department/district/organization) shall not hold SDC responsible for any such undesired incident and losses

thereof, if any.

However, (Name of the department/district/organization) confirms that the security audit

: e of the application will be carried out and the issues/bugs will be patched by (Date).
I pif ) ' For (Name of the department/district/organization)

hlame of the Head of the department/district/organization
Designation
Name of the department/district/organization

Kindly modify the format as per your requirement which fits with your department/district/organization.




Upload undertaking for Risk acceptance for Hosting without
Security Audit

Data Centre

wesbc Deploy to Production

=\e> Frofila Details

Depioy to Production

Application Name: Demo

Ploase state if the application has been & > gh web ication Security Assessment(WASA)/Security Audit

No

g for risk is to deploy an ion without Web
Azsessment{(Wasa)/Sacurity Audit. Click hare to download the sample format,

Imed Undertaling for risk acceptance for hosting without Sectirity Audit

ChoosaFile  No file chossn

.
T ive date of Completing Web A, ion Security Assessment (WASA)/ Security Audit
dd-mm-yyyy o

Once the application has been audited and the safe to host certificate is available, the file
may be uploaded using the Pending Certificates/reports section.

Click on Pending Certification/Reports on the burger menu in the hosting request tracker

Data Centre

Hosting Request Tracker

WESDC
M Frodia Detmits

Loaid |

Application Hostin,
orged Pargon fe a

ing Roquast N
2 Show 10~ antries
Domin Request

Péaw Dormoin Roquest

AHOOI3EG

Drrnedn Request Trackar

Hosting Request (VM) AHOOI3E3

Incemplee - - -

Ul Trocker (Datrs AHOAIED Incamplese

g Requast Trocker AHOOTIE ik Insample - -

VPN Reguest
)

Port Cipsn Regusat
Backup Request (Prysccl)

WP Rapuast Trockar & AHOOLIR0 L Incamplese == -

Port Raquast Treckar

AHDOIETS

Incamplese

Backup Roquest Tracker

7 AHOOIZE1 Tribunal Incempise - - Ak Extra

Acceptancs/auds Tracker 0-Bap- 2024 ChA&I0 Bmsioe WM

Submirbed Aesommended tppenvd
25w 200 162255 2 b 2021 622 5

=

Hosting Request (enysice]
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Hosting
Application
Via Public

Internet

Select Required File and Upload Safe to host certificate

Data Centre

WESDC
Prodile Detaity
Deshiboard
Dpt Hoad,

Psaw Hoating Requast
Domain Request

Jormin Reguest

Darmain Request Trozkar
Hesting Regquast (M)
sastireg Requast Tracker

13 Reguast Trackor (Estra

% Rauas Treckar

VPN Raquact Tracker

Part Raquast Tracker

Backup Recuest Tracker

o
SyEtenn NTBgroter Trockee
Hesting Reguast (enysias)

g Raguast Tracker

Pending certificates/reports

Pending certificates/reports

application Nome: Demo

Flease select

Sole 1o host cerlilicote

upload Safe to host certificate
ChooseFie Mo fils chasen

Issue date of Safe to host certificate.

do-mmeyy =}




Once the VMs are provisioned, until they go into production,
no backup will be available in WBSDC. Backup requests will
only be approved for production VMs only. At WBSDC, backups
are provided for all database VMs under production. By
default, the backup policy includes a weekly full VM backup
and daily incremental backups, with a retention period of four
weeks for full backups and seven days for incremental backups.
For any additional backup requirements not covered under this

B a C k u policy, the Department must submit a backup request through
the hosting portal.
I { u e S t Steps to raise a backup request is as follows:
. Go to Hosting Request Tracker and click on the burger menu.

Application Hosting

Search:

p
e

Show | 100 ~ entries

Application No. L] Application Name - Request Stotus * SDC Status * DEPT. Status

1 AHOOI384 fTest Submitted = Escabab cd ‘Wating For Approval
2 AHOO0I3B3 Test  incomplete
3 AHOO01382 Test  incomplets
4 AHOOIZ81 we incomplete
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& AHODI3TY wx  mcomplete
i) AHOOI3E] Tribunal  incomplete

30-Sep-2024 Ok
8 AHODO267 Demo Submitted 00 Recommend ed  approw ed
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Showing 1to 8 of 8 entries Previous 1




Click on Backup Request

WBSDC
T Profile Gatgils

pasnboord

Dept. Hooo
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g Foouest

Domain Requast
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racker
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Hosting Request
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Hosting Request Trocke
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g Request Tracker

Application Hosting

2 AHODIZAE
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AHOmzAD

& AHODETE

7 AHO1EE1

& AHODOZST

Snhowing | to B of B entries

Application Name : Deme
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Download the auto-generated file to get it signed and
stamped by the undersigned and upload the same through
the available link.

Once the file has been uploaded the status could be checked
as shown below

B a C k p . | - mkupam““
l I Domain Requost

Show 10 v|entries Search:

Hosting Request (VM)
Hogling Reques A WWM ‘PWW'
# D Application Roquested By file Status (S0C)
sting Request (Exro VM :
= | BKPOISS okYC FOOD AND SUPPLIES b Rejected
sting Request (Resize W Yow 04274 2-Hov-004 1483
2 BKPOI34  OSCAR- Online Caste Certificate Portal BACKWARD CLASSES WELFARE ﬁ Approved

2024 1221 SNov-2004 ArNov- 2024 1520

Backup Request :
3 BKPOIS3  CMO Public Grlevance Redressol System CHIEF MINISTER'S OFFICE b Approved
entance/audit Tracke: fior 2004 432 ol Dl 202416838
yatern Integrater Tracker
4 BKPOI3I Al Arrost Software SOCIETY FOR NATURAL LANGUAGE TECHNOLOGY h Approved
Hosting Request (physka) o204 12 RESEARCH (SMLTR) Dhoetyt oK
08ling Request (Myseo
i 5 BKPOIS2 Al Arrest Software SOCIETY FOR NATURAL LANGUAGE TECHNOLOGY b Approved
FNov- 04 14 RESEARCH (SMUTR) Mot o203
| by
ckup Requost (ko 6 BPOIZ7  Swomi Vivekananda Merit-cum-Meons Scholarship HIGHER EDUCATION b Approved

(3-Nov 2024209734 (-Nov- 2004 05-Nor 2024190839




Internet
Request

p
e

WBSDC will provide internet access for any requested VM
through the hosting portal for a maximum duration of 24 hours
only. To maintain Network Security there is no provision for
granting a permanent internet connection to any VM provided
by WBSDC.

Click on Facing Issue

Heosting Request (VM)
HoiAg AU Trock Click Here

System Integrator Tracker

Click Here

Click Here

Domain Request Tracker

Click Here Click Here

Hosting Requests
System Integrator Tracke
Hosting Request (physical) Hosting Requests (Physical) New Hosting
e Request Physical
Domain Requests o Do

Request

Approved

D TN




Select Call for Internet option and provide the relevant
information like VM IP start time and stop time of the
Internet service required

Facing an Issue?

.
Request Type call
Call for Internet (direct / proxy/ virtual Machine)

Different Types Incident of call =
Server/Device Down
Description y
Server/VM IP details

: L Attachment
[upload onty pdf fila]
: Choose file Mo file chosen

SuUBMIT

Re q u e S t A Below is a snap of a Internet request ticket:

SOCIETY FOR NATURAL LANGUAGE TECHNOLOGY RESEARCH (SMNLTR)

PALASH KUMAR DUTTA
BZA0BZTHIAL0
polash. nitr@ws.gov.in

Rl 2acs Ticket2173

Request Type call
Tl for mternes (a6

=1 § prooyf Virtuol Mcchire )

Different Ty pes Incident of call rplaination
cohar Kincly provido Intonmat oocass 1o 15 Days 1o the tollcwsing Waes:

- Privota £ 17220 34154, Flocating #: 172.25. 140 236 Frivone 19

d 1722034155 Acating 17 1722514171 Privoce 19 17220 5135, Ficating IF:
172 2EI37.25 Privata 5 172206116, Flocting 1P 172 251258204 Privata
= 17220343 54, Floating %= 17225 138 201 Privote & 17220343 71
Floating #: 172,25 130075 #rivate 5= 17220 183 72, Floating 1P
17225350.92

Description

Kincly peovido Intemat oocass 1o 15 Days for tho followsing Wases:
Frivate £ 172.20 248154, Flcating # 17235140 236 Frivone 19

172 2014155, Aloating I 1722534171 Frivone I8 172205135, fFlcating 1F:
172 2E337.25 Private F: 172206116, Flooting IP: 172 25128204 Srivata
- 203a3 54, Floating % 7225138 2301 Private &= 172203a3 71
Floating 55 172 25 130175 Privote 5= 17220043 72, floaling 19
1722535092

=

IN PROGRESS

Deor S mtorme! Hos Ceen prowvded for 38 hes

ST, ER - SOEE 1 e

Deor Sin Ticket Hos Doean Goknoaedged

o DE0, EE O DTS AL



We recommend that all organizations maintain a single hosting request
for an application, as this simplifies management for both the requestor
and WBSDC. Therefore, whenever there is a need to increase the
number of VMs for an application, the requestor should utilize the
“Bxtra VM” option instead of creating a new hosting request.

2 The process of requesting an Extra VM is nearly identical to requesting
a New VM. To initiate this request, the respective department must

[} ] | SIS
P rOV I S I O n I n ‘ e submit it through the Hosting Portal. The provisioning activity will
commence only after obtaining the necessary approvals. The Expected
Time of Completion (ETC) for provisioning or decommissioning a single
FO r E Xt ra VM is 240 minutes from the moment WBSDC receives approval from
the Department of IT&E.
V M . Steps to apply for “Extra VMs” through hosting portal could be done
as follows:

Application Hosting

Show | 10~ entries search

Application No. L Application Name * Request Status s s * Activity *

1 AHODIZES Test  ~ Submitted = Escalob ed Wating For Approwal
2 AHODIZES Test  incomplete
3 AHOD13IB2 Test  imcomple -
A AHOOI381 e mcomplete
5 AHOO0I380 x<x mcomplete
(-1 AHODIZTS X% Iincomplete
7 AHDODIZEN Tribunal e == -

a AHODO2ET Demo Subrnitted Recommeensd ed Approw e
5 b i 25-Mow-2021 162256 25-Mov-202] 23386
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Provision
For Extra

Click on Add Extra VM

Hosting Request Tracker

WBSDC

> Profile Details

Application Hosting

New Hosting Request
Show| 10« entries

Domain Request
Application Name s Request Status L] SDC Status

n Request

AHO01384

2 AHOO1383 Test incompilato

AHO01382 Incomplets

AHO01381 ook Incompiete -
VPN Request

Port Opan Request

5 AHO01380 000 Incomplate Backup Request (Physical)

Cepioy to Proguction

° AnooiaTe - meomplets Pending Certfficates/Repons
Add System Integrator{s)

7 AHOO1351 Tribunal incompiete = =

4 04430 Resize Wh

tegrator Tract 8 AHO00267 Yemo Submitted Recommen: dea Approved

. 25-niow- 2021162256 25-nov-2020 162338
Hesting Request (Physical)

Fill Required information for Extra VM Creation, if more than 1
VM is required click “Add VM”.

Hosting Name : Demo

*
Server Type

Application Server v

* *
CPU (core) RAM (in GB)
2 v 2 v

* *
Storage Type Storage (in GB)
Block/FC

* *
Probable size after One Year (in GB) Operating System

DB Server Web Server
PGSQL Appache

Related Application Software details
Java



The request status could be check going to “Hosting Request
Tracker (Extra VM)” option.

a r

Application Name % Details ¥ Status

Demo View Waiting for approval
20-Feb-2025 18:28:44

p
e




p
e

In situations where the utilization of the server resources is
running very high, VM resource augmentation request may be
placed at the Hosting Portal with proper justification.

WBSDC will check utilization from their end and will process if
required resize request is truly justified. After necessary approvals
the augmentation activity may be started.

WBSDC recommends to have proper consultation with System
Integrator and Application development team for the reason
behind the high resource utilization and apply for the increase
accordingly.

WBSDC caters to approx. 250+ different organizations under the
GoWB, hence we would urge all not be apply for the resources
more than actually required.

To apply for a VM Resize Request, go to Hosting request tracker




Provision
For Resizing }

VM

Fill the required information for VM Resize

Probable Size after One Year (in ©8) Opcrating System
20 RIICL
Finally Allocated
[cru teore) 2| Rar tn ca) 14 [starage tincB) - 50 1
Request to update
raM (in G} rage {n ©D)
Salact v | REQUEST
Private IP Private IPvE
172.20 6136 <
Floating P
DE server weob server
PGEOL Appocho
lated Application Software o
Jdovo
Public e Public IPvE
€ Back ta Basting Tracker
VMOA0S

Server Type
Wieh Sarver

cPuU (core)
z

Storage Type
Block/FC

Probable Sire after One Year (in GE)

10

Finally Allocated

SR e

el A |9.\.5.1 in GE) e| Storage (in G@8) 50'

Request to update

cPu {coea) |RaM (in GE)

Saoroge (i GB)

==

RAM (in G8)
&

Storage [in Ga)
{=1u]

Operating System
RHEL

|saimct ~| |[Seiect -
Private 1P Private IPvs
17220.93.219 =
Flooting P

VMO405

Server Type
D& Serser
cPuU (core) RAM (inGE)
z =
Storage Type Storage [in Ga)

Block/FC

50



° R P To Find VM Resize Status go to “Hosting Request Tracker (Resize VM)”
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% ® - - Physical Access Requests are mandatory for all users from various
organizations under the Government of West Bengal (GoWB) or their
technical personnel, such as System Integrators and Application
Development teams, who require physical access to WBSDC for technical
discussions with the WBSDC technical team. It is recommended that a
senior official from the organization accompany their technical personnel

P h y S i C a I i :.-__\- . if they belong to a third-party institution.

t Organizations may also raise a physical access request in cases where
large-scale data transfers are required. In such instances, data may be

A C C e S S _ '~  carried via an external disk drive, which will be thoroughly scanned for

8. viruses, malware, and other security threats before being returned to

R t the owner. WBSDC will then provide a jump server to facilitate high-

_. e q u e S “.speed data transfer, ensuring a significantly faster and safer rate than a

_ . ¥PN connection.
g WBSDC emphasizes that all details provided in the physical access
F..request must be accurate. If any discrepancies are found, the

. " organization will be required to submit a fresh request to proceed with
access approval.

P

To raise a Physical Access Request, find “Others” in the left-hand panel of
the hosting portal, then find “Physical Access Request” link to raise the
request.



To raise a Physical Access Request, find “Others” in the left hand panel of
the hosting portal, then find “Physical Access Request” link to raise the

request

Physical
ACCeSS
Request

Show‘lo v entries
Visitor's A
Details !
]

2024-09-1115:26:00

§lOrganisaltion

Application , [ Nameof | Access | AccessNeeded
"I Type "| Application" | Duration' | (From-To)

PHYSICAL (AHPOOOOTI)  NA 2024-08-1100:00 Please allow physical access for the following persons at WBSOC server firm area (1st Floor, 2n¢
TEST

[Vendor Name Reason for visit

2024-10-23 2359

Showing 1to 1 of ] entries Previous | 1| Next



This option of the portal is needed to be used to request for Internet

Access as mentioned in section 4.7.

Apart from that if there is any other kind of problems being faced with

- the application hosted at WBSDC it may be raised. Each ticket raised at

“Facing an Issue” will have a TAT of 60mins.

We would request you to have a proper discussion with your System

. Integrator and Application Development teams before raise a concern
. and for checking the issue resolution and integration

Facing an
Issue



Disaster

Recovery
(DR)

Recently WBSDC has built a Disaster Recovery Site at Purulia. All the
DB/Data VMs which are in production will be replicated to DR site.

o
Wi

The Data replication takes place 4 times a Day.

The Data replication happens within secure MPLS point to point
connectivity.



S WBSDC provides co-location services to various Departments under GoWB, where the devices procured by

° : the Department may be placed at the server farm area of WBSDC.
' WBSDC provides only the space, power & cooling services to those devices.

WBSDC recommends using their own network connectivity. This eliminates the possibility of any kind of
congestion, blocking etc. and creates an environment with no dependencies.
Incases, where WBSDC network is being used, the details of the servers are needed to be fed at the hosting
portal. 2
The steps to do add the servers are mentioned below:
Go to New Hosting Request and click Physical (Co-Location)

New Hosting Request

Co-Location %

. .
S e rv I C e : - Enter the application
. £« details as mentioned

Hosting Request (Physical)
L

P e

*
BN Application name

*
=) Application feature in brief




Select the required details

B Hosting Request (Physical)

i

L d
Application name

1

L
Application feature in brief
m

Is the domaln
registered?

u A
No
— Please state if the application has been evalugted through Web Application
Security Assessment(WASA)/[Security Audit?
: No

Service . =




Enter the details of the server as mentioned on the form and
click next

Hosting Request (Physical)

Staging Server

L
Server Type
L] L -
Make Model Serial Number

- L] L]
CPU (core) RAM (in GB) Operating System
2 ~ 2 ~

n -3
| : Storage Type * Storage (in GB) *
- Block/FC

-
Licensed software installed?

NO )

| oA
e I V I ‘ e : : DB Server Web Server Application Server

Related Application Software details

L]
Do you have deployment architecture?

NO w

-
Upload used device details [upload onty pdf file]
| Browse...| No file selected.

L]
IP requirement
PrivatelP (] ClusterlP [J ILO/ManagementIP

L]
Any other information you want to share




5. T | ‘ It is mandated that all Organizations to appoint a System Integrator (SI) along

> with the software/application developers so that apt specifications of the Virtual
Machines can be ascertained and fine-tuning of the VMs can done from time to
time, The Department of Information Technology and Electronics, Government
of West Bengal has already empaneled three companies under Government
Order No. 1104(56)-ITE-18011/3/2020to ease this process. WBSDC will not be
responsible for managing the VMs that have been handed over to the
Department. Upkeeping of the same, respective Department may communicate
with their Sls.

L» As per industry standard practice, the OS partition (for Windows) or ROOT

b partition (for Linux) should not be used to install or configure the

. application/website as there is a huge chance of data loss incase the OS crashes

for any reason. WBSDC will not be held responsible if an OS crash due

to incorrect configuration of the VM. Considering the reason, it is requested to
volve experienced S| by respective Department

% At present SDC is providing OS installation and support for Windows Server 2016
mfangl_ Windows Server 2019 and Red Hat Enterprise Linux 8.10 and Red Hat

" Enterprise Linux 9.5 only. WBSDC may also provide Ubuntu 20.04 and Ubuntu
22.04, but without OS support. If the Organization requires any other OS the
same needs to be installed by their SI team, after testing compatibility with the
WBSDC cloud environment



Strong Authentication MechanismsMulti-Factor Authentication (MFA):SDC has
MPFA to provide an additional layer of security for VPN access, combining
something the user knows (password) with something the user has (SMS).

Credential Revocation: WBSDC has implemented procedures for promptly
revoking VPN access in case of network security compromise due to the actions
of specific user. All Departments, Directorates, Corporations, Agencies, and
Parastatals of the Government of West Bengal are requested to provide VPN
access removal requests when an employee leaves or gets transferred from the
organization, along with access revocation of System Integrators (SI) and
Developers in case they are no longer associated with the particular
Organisation. WBSDC mandates that all Organisations whose applications are
-hosted at SDC also follow such measures

pplication may not go-live without a domain/URL.
Application may not go-live without a valid SSL certificate.

WBSDC only provides *.wb.gov.in 4th and 5 " level of domains

P

Please be noted that this presentation has been prepared as
per the current Hosting portal and the same will be changed
when we go live with the new revamped Hosting Portal.
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